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Features

Features added in 2.00

· Support for NGX R62
NGX version R62 has been implemented and all objects are verified and completed against it. Some tests with R65 has been performed and showed no problems processing those.


· No additional features have been implemented. Some bugs are fixed.

Features added in 1.08
· Export functionality
The option to export to file has been added. Unlike the ‘old’ fw1rules this option has not been designed to create nice reports. It only does an export of whatever you want to a delimited file. From there the data can be used to create the report wanted.

Features added in 1.06

· Added Desktop Security rulebases
The option to include the Desktop Security rulebases has been added. For this to work, the file ‘slprulebases_5_0.fws’ has to be supplied to the program. Therefore the .INI file command ‘FW1SLPRules’ has been added and it’s command line alternative ‘-slp’. See the documentation for details.

· Removed the DEBUG option, as it was not used. Originally it was planned to include this in the entire program for troubleshooting purposes, but this was not working out. Only the ‘checkpoint.pm’ library still has this option as documented in it’s manuals.

Features added in 1.04

· Changed templating
The template file used to create sections in the tables has been changed dramatically. It is now much more flexible and logical. A separate section has been added to the documentation to explain the details. Apologies to everyone who has been working based on this templates, I will make sure it remains backwards compatible from now on.

· Added users and usergroups. This information is currently retrieved from the ‘fw dbexport’ command of CheckPoint. See the manual for more details.

· Added many properties of objects. Although it will probably never be 100%, most of the properties have been included.

Features added in 1.03 

· Added Global Properties
The Global Properties of the Management Station has been added to the HTML output. There is also the option to turn it off (‘GlobalProps=0’ in the CPrules.ini file, or the ‘-NoGlobalProps’ parameter on the command line)

· Added Installation Targets
The CheckPoint objects the rulebase can be installed on are now visible under the Installation Targets button.

Fixes

Fixes in CPrules 2.01

· Wrong layout of pages
The layout as defined in CPpages.def was not always correct if the policy had a separate definition.


· Missing VSX gateways
The VSX gateways were not displayed in the gateways page. VSX Cluster may still have some issues.


· Mainlogo not displayed correct in the targets page
On the “Installation target” page the CPrules logo was displayed, not the defined MainLogo (in CPrules.ini)

· In some cases an empty cell was not displayed correctly in IE

· The Users table was not always presented correctly
Fixes in CPrules 2.00
· ModifiedDate displayed differently.
The date displayed of the policy is the date of the last change in the rulebase.
The date displayed in the global properties is added in this version


· Unable to export ‘name’ field
When trying to export the name of the rule, the field remained empty. This was caused by the reserved word ‘name’ which was checked first. Now if the field name does exist, it prevails over the reserved keyword.


· Missing hide and static comments in export of natrulebase
The error reported when exporting the NAT rulebase is normally:
substr outside of string at /var/local/firewall/bin/CPRules/Lib/ExportObjects.pm line 413.
Use of uninitialized value in concatenation (.) or string at /var/local/firewall/bin/CPRules/Lib/ExportObjects.pm line 413.

· Translated source could have wrong indicator if translation was hidden or static
The translated source was always depicted as statically translated.

Fixes in CPrules 1.09 (not a released version)
· Last modified date was incorrectly displayed
The last modification date was extracted from the objects_5_0.C file. Apparently this is not the field updated by Checkpoint. The script has been changed to get the time/date from the rulebases_5_0.fws file.

· Include option didn’t work correctly.
When only including one Policy, it had no effect all other rulebases were generated also. This has been fixed to work correctly now.

Fixes in CPrules 1.08

· CSSPath and ScriptPath folder were not changeable.
A coding error caused the optional variables CSSPath and ScriptPath not to be recognized by the program. 

· Main Logo was not adjustable in Global Properties view.
When the main logo was altered, this worked fine, except in the page of the Global Properties. The CPRules logo was hard coded. This has been changed.

· The icon folder was not changeable for the checkbox icons.
The icon folder could be changed (‘IconPath’ option), but not for the checkbox icons. This has been fixed.

· LastModified date was not displayed anymore.
The LastModified date suddenly disappeared in version 1.06. This has been corrected.

Fixes in CPrules 1.06

· Interoperable devices were missing. 
· A code change in version 1.05 was not tested correctly. This resulted in the fact that Interoperable Devices were not displayed. This has been fixed and the code has been rewritten to prevent future problems.

· Some sections could not be CLOSED by default (pages.def)

· A minor problem, but annoying was caused by a typo in the code. This caused the software not to recognize the settings in the pages.def file.
· Program failed with error:
Template->output() : fatal error in loop output : Template->output() : fatal error in loop output : Template->output() : fatal error in loop output : Template : Attempt to set nonexistent parameter 'r1' - this parameter name doesn't match any declarations in the template file : (die_on_bad_params => 1) at /data/fwbin/cprules/txprovf1/Lib/Template.pm line 2905
· This error was caused by a typo in the code where we tried to reference to a non-existing variable in the template file. This has been fixed


· Rulebase with ‘space’character failed to process

· Although I couldn’t create a rulebase name with a ‘space’ in it, the software has been adapted to handle this correctly

· Usergroups were not displayed

· User groups were not correctly identified in the constants.pm file. This is fixed.


Fixes in CPrules 1.05

· Missing .INI file or no INCLUDE/EXCLUDE command, caused script to generate no output
· When no .INI file is used, or no INCLUDE or EXCLUDE parameter is issued in the .INI file, no rulebases would be processed. This behaviour has been adapted to process all rulebases by default.

· Object links to plain nodes not functioning

· The links to the plain nodes were directed to the wrong page. This was caused by the fact the same object ‘type’ was used on different pages. The code has been rewritten to use the ‘ClassName’ of any object to determine this. 

· Program fails with error: Reason: Cannot open the inputfile users.exp !
· This error is caused by the default setting in the CPrules.INI file, where the user and group export files are defined by the default values ‘users.exp’ and ‘groups.exp’. As these files probably don’t exists, the program exits with the message above. The default behaviour has been changed to ignore the users database and continue.
Fixes in CPrules 1.04

· ‘Back to top’ button hidden behind scrollbar
· In Mozilla based browsers, the ‘Back to top’ button was half hidden behind the horizontal scrollbar. IE did not have this problem. By moving the button up slightly, this problem has been fixed.

· Management server always Secondary Management Station
The (Primary) Management Station was always depicted as ‘Secondary’. This has been corrected.

· Fix in Checkpoint.pm where a key of ‘0’ was misinterpreted
A bug was discovered where a value of ‘0’ (for example a timeout value), was interpreted as not being there. This has been corrected.


Fixes in CPrules 1.03

· Browser differences between Internet Explorer and Netscape
· The '&nbsp;' character is handled differently in Netscape (especially when the closing ‘;’ is missing). As it also creates very ugly source code files,  the templates have been rewritten to use <NOBR>...</NOBR> sequences. This eliminates the need to convert spaces and hyphens and thus makes the output files more readable.
· Empty comment fields did not display properly in Netscape.
· The submenus did not display at all in Netscape! 
· Vertical alignments within the tables did not work correctly in Netscape


· Linebreaks in the comment field.
CheckPoint uses a ';' to denote a linebreak in comment fields. Support for this feature has been added (as suggested by John Delisle)


· Empty network_objects table
Fixed a minor bug where the network_objects table was empty(?), resulting in an error like: 
"Can't use string ("") as a HASH ref while "strict refs" in use at Lib/tables2html.pm line 263."

· Empty string warnings
In some instances the software reports the following problem (probably several times during one run):
"Use of uninitialized value in substitution (s///) at Lib/Strings.pm line 54." 
(where the line number might vary)

This was caused by empty values in the database. As the error is harmless, the warning has been suppressed.

· Interfaces on CheckPoint objects
· The interfaces themselves are now sorted on name.
· The clustered interfaces were not reported correctly on the cluster members. Those interfaces now read '(cluster interface)'. This means the anti-spoofing information is on the corresponding interface of the cluster object itself. 

· Time objects missing time periods
A bug has been fixed where time periods starting with the hour '0' were missing


· NATRulebase
· In cases where there are no static NAT rules (only automatic ones), the NAT rulebase would not be displayed at all.
· The static NAT rules were not displayed correctly if they were disabled.
· In case of automatic hideNAT of a node object, an additional NAT rule was generated by mistake.
· The NAT rulebase did not display all automatic NAT rules correctly in cases where the installation targets were set. Now only the NAT rules that are loaded on the installation targets are displayed. So, NAT rules that are only loaded on firewalls that will not be loaded with this rulebase are not displayed. Unless the AllObjects flag is set, in which case all rules are displayed.

Fixes in CPrules 1.02

· Case sensitivity of filenames caused problems on Unix based systems.
Unix based computers handle their filenames case-sensitive, this in contrast to Windows based systems. Three fixes have been applied:
* The 'Lib' folder was denoted as 'lib' causing the compiler to be unable to find the '.pm' files in the library folder
* The page references were all in capitals, while the actual filenames were in lowercase. This has been fixed.
* The reference to the OPSEC icon(s) was in mixed case, but the filename was all in lowercase. Fixed.

Fixes in CPrules 1.01

· Used objects might be incorrect
The rulebases normally only display the objects used in the rulebase. In some instances this routine would fail and return all objects in the database. This has been fixed.

CPRules 2.01 © 2009 by P.P.Worm

1 of 7

[image: image1.jpg]